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Review 2021 (Global)

Cyberattacks and Leaks which affected Commercial and Individual Spheres

MEAT PROCESSING PLANTS CLOSED

URCE : KOOIMA KOOIMA VARILEK TRADING

JBS) Tl

Louisville, KY

CNA Financial Paid Hackers $40 Million in Ransonj
Castus. ™

Tolleson, AZ

/U.S. Pipeline Systems' Basic Components and Vulnerabilities

Physical attack

Cyber attack

Gas-fueled

Gas
i Underground power plant, Gas
processing § 'as -l : distribution

( Compressor

- "~ station "~
GN Irvncm/wmn

== L0Og4Shell

Pump Propane truck

s(atlon
Tva nsportation
fuels Q (? Q

Oil
Iumsmrswm

Oil stovagé‘\~‘

il refi and terminal
Ol refinery Industrial users
Cyber attack
\s:mc« GAO analysis of Transportation Security Administration information. | GAO-19-48 /
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Review 2021 (Switzerland)

Cyberattacks and Leaks which affected Commercial and Individual Spheres

fondazione mievaccinazion
foundation myvaccines

stiftung meineimpfungen
* i0adstlon inesvacomns The Swiss electronic vaccination card

170100 L -
X @ Comparis - thele.. ] s
en.comparis.ch

c@mparis.ch

Pour maintenir la sécurité des données, I'exploitation de la plateforme

mesvaccins.ch est temporairement interrompue.

Internal server error (500)

En tant qu 'utilisateur de la plateforme mesvaccins.ch, nous vous informons par précaution que les operations seront temporairement
interrompues afin de maintenir la sécurité des données. Tt W
be shown. This error has been noted and will be
corrected by our technicians. Thank you for

your understanding.

Le dimanche 21 mars 2021, des spécialistes ont attiré notre attention sur des vulnérabilités sur notre plateforme en ligne mesvaccins.ch. Les

pharmacien. La plupart des vuinérabilités technig
fonctionnement de la plateforme afin de pouvo}

PERLE DU LEMAN

Malgré nos efforts pour exploiter la plate-form,
professionnels de la santé, il a été porté & not
possible méme pour des personnes non autor
permettait de s'assurer que seuls les médecin) \
Cependant, il est apparu quiil était possible dej \ comparis.ch

La sécurité de la plateforme mesvaccins.ch{is|
directement des vulnérabilites. Sur le pian tec}

Nous analyzeshactuellement Iimpact réel de g

616 créés. Malheureusement, la plateforme

A I'heure actuelle, nous pensons que les v
a protection des données des utilisateurs,

& firma €asygo,

€asygov

gation mesvaccins

Deutsch O

Il

Behérg a
= enginge:
Zeitintensjy und mgh'sam7

Einfacher dank EasyGa,,
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Review 2021 (Switzerland): Physical Burglary vs Cyber Attacks

Cyberattacks and Leaks which affected Commercial and Individual Spheres

NEWS

Polizeiliche Kriminalstatistik 2021

-
m BFS zahlt fast 83 digitale
/ Straftaten pro Tag

Mo 28.03.2022 - 11:45 Uhr
von und pwo

In der Schweiz sind vergangenes Jahr 30'351 digitale
Straftaten erfasst worden, 24 Prozent mehr als im Vorjahr.
Am starksten zugenommen hat der Cyberbetrug. Hier
wurden am haufigsten bezahlte Waren nicht geliefert oder
fremde Identitdten missbraucht.

90

polizeilich registrierte Einbruch-
und Einschleichdiebstahle pro Tag

Sources: https://www.netzwoche.ch/news/2022-03-28/bfs-zaehlt-fast-83-digitale-straftaten-pro-tag / BfS (2022): Die Schweiz in 23 Infografiken: Gesellschaft, Wirtschaft, Raum und Umwelt, Neuenburg.

Dreamlab Technologies AG www.dreamlab.net 10



Country Competitiveness

Country/Economy Score Rank
(0—-100)
| Switzerland 66.08 1
weden 62.4
United States of America 60.56 3
United Kingdom 59.78 4
Netherlands 58.76 5
Denmark 5753 6
Finland 57.02 7
Singapore 56.61 8
Germany 56.55 9
Republic of Korea 56.11 10
Hong Kong, China 54.24 11
France 53.66 12
Israel 53.55 13
China 53.28 14
Ireland 53.05 15
Japan 52.70 16
Canada 52.26 17
Luxembourg 50.84 18
Austria 50.13 19
Norway 49.29 20
Iceland 49.23 21
Belgium 49.13 22
Australia 48.35 23

The Global Innovation Index 2020

https://www.wipo.int/global_innovation_index/en/2020/
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Country Competitiveness

Country/Economy Score Rank
(0—-100)

Switzerland 66.08 1
Sweden 62.47 2
United States of America 60.56 3
United Kingdom 59.78 4
Netherlands 58.76 5
Denmark 57.53 6
Finland 57.02 7
Singapore 56.61 8
Germany 56.55 9
Republic of Korea 56.11 10
Hong Kong, China 54.24 11
France 53.66 12
Israel 53.55 13
China 53.28 14
Ireland 53.05 15
Japan 52.70 16
Canada 52.26 17
Luxembourg 50.84 18
Austria 50.13 19
Norway 49.29 20
Iceland 49.23 21
Belgium 4913 22
Australia 48.35 23

The Global Innovation Index 2020

https://www.wipo.int/global_innovation_index/en/2020/

v Capital / Wealth

v Innovation

v Research and Development
v Precision

v Quality

v Independent / Neutral

v Globally known / recognized

Dreamlab Technologies AG
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Country Competitiveness vs. Cybersecurity Commitment

Country/Economy Score Rank
(0—-100)
| Switzerland 66.08 1
weden 62.4
United States of America 60.56 3
United Kingdom 59.78 4
Netherlands 58.76 5
Denmark 5753 6
Finland 57.02 7
Singapore 56.61 8
Germany 56.55 9
Republic of Korea 56.11 10
Hong Kong, China 54.24 11
France 53.66 12
Israel 53.55 13
China 53.28 14
Ireland 53.05 15
Japan 52.70 16
Canada 52.26 17
Luxembourg 50.84 18
Austria 50.13 19
Norway 49.29 20
Iceland 49.23 21
Belgium 49.13 22
Australia 48.35 23

The Global Innovation Index 2020

https://www.wipo.int/global_innovation_index/en/2020/

United States of
America**

United Kingdom
Saudi Arabia
Estonia

Korea (Rep. of)
Singapore

Spain

Russian Federation
United Arab Emirates
Malaysia

Lithuania

Japan

Canada**

France

India

Turkey

Australia
Luxembourg
Germany

Portugal

100

99.54
99.54
99.48
98.52
98.52
98.52
98.06
98.06
98.06
9793
97.82
97.67
97.6
97.5
97.49
97.47
97.41
97.41
97.32

AT AN

1

O 0 N O Ul g BB B W NN

Indonesia 94.88 24
Viet Nam 94.59 25
Sweden 94.55 26
Qatar 94.5 27
Greece 93.98 28
Austria 93.89 29
Poland 93.86 30
Kazakhstan 93.15 31
Denmark 92.6 32
China 92.53 33
Croatia 92.53 33
Slovakia 92.36 34
Hungary 91.28 35
Israel** 90.93 36
Tanzania 90.58 37
North Macedonia 89.92 38
Serbia 89.8 39
Azerbaijan 89.31 40
Cyprus 88.82 41

Switzerland**

Ghana

86.69

43

Global Cybersecurity Index 2020
https://www.itu.int/en/myitu/Publications/2021/06/28/13/22/Global-Cybersecurity-Index-2020

Dreamlab Technologies AG
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CyObs

Introduction

To defend a country, you will need to know its borders:

* Land i “
. Air | @
e Water - | ] - B .

e and Cyberspace

* CyObs is the Cyberspace Radar System to map, analyse
and visualise the cyberspace of a whole country or a
large, global organisation.

* It identifies all cyber vulnerabilities and the potential
attack surface of a country/organisation.

* CyObs is a starting point for a (national) cyber & =
defence strategy.

Dreamlab Technologies AG www.dreamlab.net 17



CyObs

Introduction

Corporate Network Internal

Scan

Router Firewall

ch  Firewall F

E-mail
Server

Workstation

External
Scan

Source: https://purplesec.us/internal-vs-external-vulnerability-scans/

Dreamlab Technologies AG www.dreamlab.net
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The Swiss Cyberspace 2019 to 2021

2019

2021

| . UNDERSTAND YOUR CYBERSPACE

2020

Welcome to CyObs 2021

Here is a summary of your cyberspace today

' 1Pv4 Detected/Allocated
3,292,587 / 20,383,852

)
Autonomous Systems

779

Domains

& cyobs [om - O omoms @ sasmouos

Welcome to Cyobs o

. Finished31 Jan,
Here is a summary of your cyberspace today

2'359'708
Organizations

55'712

Total Open Ports

3,096,939

Operating Systems

Updated: 31.01.2020
IPV4

20,627,864

AAUTONOMOUS SYSTEMS

5,008

u:'; cyobs epobs .

Welcome to Cyobs

Here is a summary of your cyberspace today

Updated: 16.02.2019 )
CYBERSPACE VULNERABILITY

AUTONOMOUS SYSTEMS

ar

DOMAINS

983,471

ORGANIZATIONS

OPERATING SYSTEMS

WEB SOFTWARE

2,238

DOMAINS

Q) ExPLORE (1) oasH 053747

TOP 100 PORTS OPEN
LAST SCAN

1,663,859
Started: 16 Fe
Finished:19 Fel OPERATING SYSTEMS

147

WEB SOFTWARE

2,469

CRITICAL INFRASTRUCTURES VULNERABILITY

9% CYBERSPACE VULNERABILITY [ CRITICAL INFRASTRUCTURES VULNERABILIT'

Software

382

Vulnerable IPs

113,780

Cyberspace Vulnerability

Last scan (Done)
Started 28 January 2021-19:48:48 Duration 2d 8h 42m 505
Finished 31 January 2021-04:31:38 Active/Allocated IPs 3,292,587/20,383,852

Source: Dreamlab Technologies AG, CyObs & Audit Department, 31 January 2021

Dreamlab Technologies AG

www.dreamlab.net
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.. (53 cyobs
The Swiss Cyberspace 2022

Welcome to CyObs

Here is a summary of your cyberspace today

IPv4 Allocated Cyberspace Vulnerability

24,472,676

Autonomous Systems

790

Domains

2'478'696

Sectors

9

Total Open Ports

2,453,447

Operating Systems

146

Software

1,081

Vulnerable IPs

106,577

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 20



o G5y cyobs

The Swiss Cyberspace 2022

Overview
Parameter Results Description
IPv4 allocated 24,472,676 CH IP range
IPv4 detected/active 2,982,022 ICMP response + port scan activity
Domains 2,478,696 #domains analysed
Domains using DNSSEC 850,884 #domains using DNSSEC
Autonomous Systems 790 Total active AS in CH
Total Open Ports 2’453'447 Cumulative number of open ports
Operating Systems 146 Distinct Operating Systems
Unique Software 1081 Distinct Software
Vulnerable IPs 106,577 Potentially vulnerable IPs

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 21
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g cyobs

The Swiss Cyberspace 2022
.ch DNS Server Distribution

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 22
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.. 'Jﬁ; cyobs

The Swiss Cyberspace 2022

.ch Mail Server Distribution

g 2
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Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022
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The Swiss Cyberspace 2022

Vulnerabilities Overview

IPs by CVSS category

100000 97872 97996

80000

75439
73903 70254
60000
40000 3779%6226
20000
12691
2911 4167
0 3 - [ |
5 6 7 8 9 10

1 2 3 4

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

kd«

2

cyobs

UNDERSTAND YOUR CYBERSPACE

Dreamlab Technologies AG www.dreamlab.net
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.. () cyobs

The Swiss Cyberspace 2022
Bluekeep

Filters Q Expl ore

v 02 February 2022 ~ - fm 02March2022

Select condition v A s.145. Details >
§ AS: 15600 (QUICKLINE Quickline AG, CH)
7]
g Open ports: 2
5 = 443/tcp: ZyXEL ZyWALL http config
By = 3389/tcp: Unknown

custom_plugin.cve equals i} I

CVE-2019-0708
H 4614 petalls >

98 results § AS: 3303 (SWISSCOM Swisscom Switzerland Ltd, CH)
4 0S: Linux 2.6.32 (accuracy: 98) -l

page 1 of 10 -
] openpori:s dENER
5 = 21/tcp: Unknown
Results per page = 10 % fn » 25/tcp: postfix

B4 = 80/tcp: nginx

= 443/tcp: nginx

= 587/tcp: postfix

= 993/tcp: dovecot

= 1723/tcp: Unknown

= 3306/tcp: mysql 5.5.68-mariadb
= 3389/tcp: Unknown

46.14 Details >
AS: 330 wisscom Switzerland Ltd, CH)

Open ports: 1
= 3389/tcp: Unknown

98 hits for Bluekeep (CVE-2019-0708)

§
5
]
i-

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 29



.. 'Sﬁ; cyobs

The Swiss Cyberspace 2022
Log4Shell — Log4j Vulnerability

. CVE-2021-4428 b Apache
* High-severity (CVSS 10) vulnerability LquJ
e Affects the core function of Apache Log4j2
 Discovered in December 2021

\ J

57 IPs vulnerable
(as of 21.12.2021)

Swiss Universities and

11 IPs vulnerable Government sites amongst
(as of Feb 2022) affected IPs.

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 30


https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2021-44228
https://lists.apache.org/thread/83y7dx5xvn3h5290q1twn16tltolv88f

m. M cyobs

The Swiss Cyberspace 2022

More Vulnerabilities requiring Attention

/° XML External Entity injection (XXE) vulnerability \
 CVE-2019-9670
* CVSS Score 7.5
. b * Modification of system files possible
ZIMDIA |+ 15/ps affected
*  Microsoft Exchange Server Remote Code Execution

Vulnerability
/j «  CVE-2021-34473
) * CVSS Score9.1
* Remote Code Execution

e 84 |Ps affected /
/° Microsoft Exchange Server Remote Code Execution Vulnerability
n * (CVE-2021-26855
* CVSS Score 9.1
) *  Part of an attack chain - Remote Code Execution
O 73 IPs affected y

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 31



.. 'Jﬁ; cyobs

The Swiss Cyberspace 2022

More Vulnerabilities requiring Attention

/° Vulnerability in the web services interface of Cisco Adaptive Security Appliance (ASA)\
ll I ll [ . CVE-2020-3452
% * (CVSS Score 7.5
CISCO * Directory traversal attacks and read sensitive files on a targeted system
K. 536 IPs affected )
/0 Webmin Cross-Site Scripting RCE Vulnerability \
* CVE-2021-31761
* CVSS Score 9.6 critical
’ * Remote Code Execution
webmin K. 22 |Ps affected y

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 32



‘ UNDERSTAND YOUR CYBERSPACE

The Swiss Cyberspace 2022

Industry/Sector View

Welcome to CyObs

Here is a summary of your cyberspace today

IPv4 Allocated Sectors Overview

24,472,676

Autonomous Systems

790

Domains

2,478,696

Organizations

9

Total Open Ports

2,453,447

Operating Systems

146

Software

1,081

Vulnerable IPs

106,577

Top sectors by vulnerable IPs

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net



o (53 cyobs

The Swiss Cyberspace 2022
Critical Vulnerabilities (CVSS equal or higher 9.0) by Industry/Sector

#CVE WITH CVSS => 9.0

[Education ]

___—— 3655

[Health }::::§§\

1,519
[Government ]_/
1,653

M Banks B Communication M Education
Energy H Food m Government
M Health Hm Pharma M Transport

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 34



.. (53 cyobs
The Swiss Cyberspace 2022

Vulnerabilities by Industry/Sector — Overview

GOV admin.ch

Cantons
Municipalities

Hospitals
& Health

[288 domains ]

NN

[2,155 domains ] Energy

9,979 |

Providers 9 ’ 7 2 6 Public Transport
Local and SBB

337 domains ]

[47 domains ]

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

1,047
- Number of CVE matches for all domains per Sector

Dreamlab Technologies AG www.dreamlab.net 35




.. (53 cyobs
The Swiss Cyberspace 2022

Welcome to CyObs

Here is a summary of your cyberspace today

IPv4 Allocated Cyberspace Vulnerability

24,472,676

Autonomous Systems

790

Domains

2'478'696

Sectors

9

Total Open Ports

2,453,447

Operating Systems

146

Software

1,081

Vulnerable IPs

106,577

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 36
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RATspotting — Comand and Control (C2) Systems

Possible to remain undetected

Often attached to files that
for a long period of time

appear to be legitimate
and often mimic above-board
remote access programmes

Used as spyware, to create
botnets, to gain access to

entire networks, to exfiltrate
RATs

troves of sensitive corporate
Remote Access Tool

{_

RATs give hackers complete and personal data

and anonymous control
over infected computers

or Remote Access Trojan

Utilised successfully by APT
groups for cyber crime and cyber

warfare

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

www.dreamlab.net
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C2 Server Timeline by Country — Feb 2019 to Jan 2021

GRAPH [fee]8] 1134

Q
®

[ UsA [ DEU NN NLD [T CHN [T HKG
300

250

D-19
200 Hong Kong Protests CO\’\ h

150

100

# command & control

Source: Dreamlab Technologies AG, CyObs & Audit Department, 31 January 2021
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o

C2 Server Timeline by Country — Feb 2019 to Mar 2022

GRAPH =l 11334

] usa T DEU M NLD [ CHN [ HKG

250

# command & control

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Q
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C2 Servers by Country /
Malware Type View

cobalt_strike

empire

koadic
merlin

metasploit

poshc2
F;sponder
silenttrinity

trevare2

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net
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C2 Servers in Switzerland ~

. .
98 in 03.2022 (vs. 36in 02.2021)
J
C2 SERVERS
| copy || Beet | cv | o search: switzerland
FIRST LAST oTX
P PORT TYPE PAYLOAD COUNTRY FLAG CERTIFICATE v JARM
DETECTION DETECTION PULSES
443 cobalt_strike Switzerland None e 2
06:06 06:06
2022-02-16 2022-03-07
7! + |
3790 metasploit  metasploit/webui  Switzerland - localhost 06:08 06:07
2022-02-14 2022-02-14
80 cobalt_strike Switzerland None
06:04 06:04
multi/meterpreter : 2022-02-13 2022-02-13
| 3 [
443 metasploit Ireverse_http Switzerland - 06:05 06:05
2022-02-13 2022-03-07
|
80 cobalt_strike Switzerland o S
-02-11 -1
443 cobalt_strike Switzerland None 202202 2022:02
06:04 06:04
2022-02-06 2022-02-07
|
3790 metasploit  metasploit/webul  Switzerland localhost e, B
2022-02-06 2022-02-07
3790 ploi ploit/webui rland localhost
06:04 06:04
2022-02-01 2022-02-07
3790 ploi ploit/webui  Swit d localhost
06:04 06:04
2021-12-31 2022-01-07
80 cobalt_strike Switzerland
06:11 06:04
First Last oTX
P Port Type Payload Search Country ‘ Flag Certificate oy . R, JARM Pulses
Showing 1 to 10 of 98 entries (filtered from 26,779 total entries) Previous 1 2 3 4 5: & 10 Next

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022

Dreamlab Technologies AG www.dreamlab.net 42
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Switzerland and Crypto

1)¢
¢'D
COMMENTS | May 4,2021

Switzer| '

and is a g

'\\'\esses to 4 pm- [} Ob al H
FACKO e blockchain adoption caderin

-
0 ot 2:43 P
@ M 2,207 /TC'VVS/ By Globalpata Financial

BBVA Switzerland adds Ethereum to crypto custody

Monday 13 December 2021 15:08 CET | News
BBVA Switzerland, the Swiss division of the Spain-based multinational financial services

provider BBVA, has announced the addition of Ethereum (ETH) to its crypto custody and trading service.

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022
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Swiss Crypto: Bitcoin and Ethereum Overview
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Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022 and https://bitnodes.io/
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Ethereum Vulnerabilities

Of the 71 Ethereum nodes detected in Switzerland, 24 (33%) have the JSON-RPC interface open on port 8545.
Using the web3_clientVersion method, an attacker can obtain the node client, version, platform and compiler:
1l@ws17:~$ {"jsonrpc":"2.0","method":

"web3_clientVersion : p:
connpel: 2 Ol i di-67 "result"‘"Geth/vl 10.11-stable- 7231b3ef/11nux amd64/go1.17.2"}

Using the eth_accounts method, an attacker can obtain the node accounts addresses:

1@ws17:~$ {"jsonrpc":"2.0","method":
"eth_accounts",“params" L | e s B e 0 3
{2 3sonrpe’:'2.0" , tidY:1, "resule®: [ "oxbc821 i

Using the eth_getBalance method, an attacker can obtain the balance of the node’s accounts:

1@ws17:~$ {"jsonrpc":"2.0","method":
"eth_getBalance","params":["0xa51c ", "latest"],"1d":1}"' ht

tp: // I : 5545
jsonrpct:®2.0",°1d 1 . "“resulti:"Oxecca”

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022 and https://bitnodes.io/
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Switzerland and Crypto

Source: Dreamlab Technologies AG, CyObs & Audit Department, 2 March 2022
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SME Cyberstudy 2021
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... and the Challenge is:

r1 Threat appraisal =

! |
! 1
! |
| |4.6/5 !
: :
QA5 | |
4.3/5 ' |
Threat | B
: 1
Awareness : 1.7/5 !
! . |
'y 0.24%*+ ™ Perceived I
|
: Vulnerability
|
e e piszees k| ATS 2.9/5
Attitude towards Intention towards
0.53%4* behaviour 0.43%++ behaviour
Coping appraisal
3.3/5
v Self-efficacy
3.5/5
Coping
A
wareness 2.1/5
Response
efficacy

Source: Peter, M.K., Christ, M., Lindeque, J., Spasova, T., Mayencourt, N., & Mandli Lerch, K. 2022. "Managers’ Awareness and Protection Behavior to Combat Cyberthreats during the Cybersecurity Pandemic". Submission to MIS Quarterly Executive Call for Papers for the December
2022 Special Issue on «Crisis-Driven Digital Transformation», 28 February.
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Country Competitiveness vs. Cybersecurity Commitment

Republic of Korea

Hong Kong, China

Country/Economy Score Rank
(0—=100)
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The Global Innovation Index 2020
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Global Cybersecurity Index 2020

https://www.itu.int/en/myitu/Publications/2021/06/28/13/22/Global-Cybersecurity-Index-2020

Dreamlab Technologies AG

www.dreamlab.net




Recommendations
The Cyber Dimension — Need for a Paradigm Shift

Cyber Peace

and
Product Safety

Accountabilities
Digital Rights

and

of a Digital Society

(incl. awareness and

education)

Privacy

Source: Dreamlab Technologies AG, CyObs & Audit Department, February 2020
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